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Related Works on Covert Timing Channels

Cache timing channels are dominant

Caches expose relatively large attack surface

Existing Channels
Flush + Reload attack
Spy flushes blocks and reloads them later
Yarom et al. USENIX Security’14, He et al. MICRO’17
Prime + Probe attack

Spy primes the cache with its own blocks and probes them later
Chen et al. MICRO’14, Hunger et al. HPCA’15, Yan et al. MICRO’16
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Load operation latency in Exclusive and Shared states*
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(Cache Coherence — Inter-Socket
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(Cache Coherence — Inter-Socket

2R
Processor Socket Processor Socket
e
Local Cache Local Cache Local Cache Local Cache (E Local Cache Local Cache Local Cache Local Cache
S | A (E)

=X
o

[ On-chip Interconnect ] S [ On-chip Interconnect ]
=

Invalid Cache Block 0 E i 0 i 0 Exclusive Cache Block 0 i 0 i 1 i 0

S U T o __. __‘__

Shared Cache Core Valid Bits Shared Cache Core Valid Bits

/

11



(Cache Coherence — Inter-Socket

Processor Socket Processor Socket

o
=
Local Cache Local Cache Local Cache Local Cache (:3: Local Cache Local Cache Local Cache Local Cache
- £S) | A (E)
=) 1
L b g LA
[ ! | On-chip Interconnect ] 8 [ On-chip Intercohnect I ]
3 - = i
| 1 3 I :
I | - I 1
T ] T J T T ]
: : Invalid Cache Block 0101010 Exclusive Cache:Block : 01011 i 0
I h--------- L ¥ & 8 8 8 8 & & ' " ' " " e j med——l—— t-q
h------------------------ & B _ B _ B B B & B B B B B B B B B B B B 0B B B B B _§B §B §B B | . .
Shared Cache Core Valid Bits Shared Cache Core Valid Bits
/

11



Full Latency Profiles

+ Intel Xeon Dual Socket Server
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How to Create Shared Memory?

Coherence transactions happen on shared memory
One possible way: through shared libraries

We use Kernel Same-page Merging (KSM)

OS routinely merges DRAM pages with same content
More stealthy

13
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KSM Page Sharing Mechanism
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T'rojan and Spy Pre-transmission
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Encoding in an Information Leakage Channel
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Example Communication Protocol

: Processor 1 Processor 2 :
; S ‘ :
[0 00 [0OO0 o0l
Flush [~ "
Timed read miss |———»
v Flush [~~""""""""" gl Issue loads to B
; bit°1 ,.. repeatedly to maintain !
\  Timed read miss E State
Flush [f=========== H: §
_ \ Timed read miss
time 1_[ time| !
N I Flush [~7"=7=7"=" 1 |
p Y / Timed read miss > . loads 1o B v
: Flush f==========~ ssue loads to
: bit bou? dary e r I repeatedly to maintain |
Timed read miss > S State
i ——————'——'———"—"—'"'""_'F-l'iis-ﬁp—-_—-"_"——;;"—"—-—-—E ———————————————————————————— i
L bit ‘0’ ;
: — Timed read miss —e-—o| | | :
LT Flush 1~=7"""""== L |
. . Issue loads to B
: y  Thmed read miss repeatedly to maintain :
| bit bound e |
. bit boundary Flush T S E
E \ Timed read miss |——————»|

<



Example Communication Protocol

____________________________________________________________________________________

Processor 1 Processor 2
S t
00 0 0] [0O0 00
Flush [ "
e N
/  Timed read miss —————> , Trojan creates
b o s Flush ’_[ Issue loads to B : )
; bt 1’ repeatedly to maintain | Exclusive State for
: \ Timed read miss E State ' 1 3 time units (CO mm
Flusi esusssssss II ﬂ bit “1 5)
\ Timed read miss o
time 1_[ time| !
DR =W S 1
v * Timed read miss > Tesne Ioads o B v
_ Flush t===-====--" ssue loads to :
bit bou?da.ry o r I repeatedly to maintain |
Timed read miss > S State
——"'—"'—""'"""""'""""'F'l'ii's"ﬁ ,.‘-"—"—"—"-";;"—"—"—"—"E """""""""""""""""""""""""
bit ‘0’
— Timed read miss —e-—o| | |
________________________ Flush 1~=======""%L
. . Issue loads to B .
Timed read miss repeatedly to maintain :
bitboundary @ Flush f~~""""""""" :
it boundary Flush T S |

\ Timed read miss —————»




Example Communication Protocol

____________________________________________________________________________________

- ?i)cessor 2
Flush [~ "
: 4 N
. /  Timedread miss ———> .|  Trojan creates
b e cqs Flush ’_[ Issue loads to B : )
; bit 'l repeatedly to maintain | Exclusive State for
\ Timed read miss E State ' 1 3 time units (CO mm.
Flusi esusssssss II ﬂ bit “1 5)
: _ Timed read miss o
time /@8 | time| |
R Y -] ;
v Timed read miss > Tesne Ioads o B v
AP P —— ssue loads to
bit bouilda.ry Flush r I repeatedly to maintain
\ Timed read miss > S State
——"—"'—"""""—"'-"""Fl'ii's"ﬁ p‘—"—"—"—"-—;;——"—"-——"E ————— B - - e e e s e -
bit ‘0’ Timed read
= Timed read miss +——» N
------------------- Fil—l_Si’l-_v;—----_-_;;---)I.------ -____'__'_"_"'-'——_____ﬁ
Timed read miss |———» IsueloadstoB 3| [rojan creates
bit boundary Flush [~==="=="" T T g R Exclusive State for
\ Timed read miss |———» 1 time unit (COm m.
A IS | S A —— g bit ‘0’)
L eeeeeeeeeenssnsnnnnnnnnnnnnnnnns YII .......................... 5




Processor 2
TS
o000 OO0
Flush [ "
e ~
. /  Timedread miss ———> Trojan creates
L Flush T Issue loads to B . i
; bt 1’ repeatedly to maintain | Exclusive State for
Timed “’a";‘isz ___________ E State ) 3 time units (comm.
" T <\ bit'?)
_ ' Timed read miss o
time time b N
---_--___-_---------—_P-‘[liéfl- F----;;;;_-_-_;;% ------ R .
| Trojan creates
) e rend Hiss ____________’T Issue loads to B v Shared Sta te for 2
bit boundary Flush I re T . .
peatedly to maintain | time units
\ Timed read miss > S State ﬂ (boundary)
——'"—'-—--'--"—"—-'--"-Fl'iis-ﬁp-—-———-—-——;;——-—-——-E ------------------------------ i )
bit ‘0’ Timed read :
= Timed read miss +——» N
------------------------ 1_311_1_5}1-_";;--;-_-_;;-—:;’:["-"-- ------------------——_____ﬁ
Timed read miss |———» IsueloadstoB 3| [rojan creates
. t t tain . .
bit boundary Flush ========""" T T g R Exclusive State for
\ Timed read miss |———» 1 time unit (comm.
------------------------------------------------------------------------------ bit ‘0’)
_________________________________ I
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Example Communication Protocol

Spy sensed
Exclusive state 3
times , LONG
=> bit ‘1’

____________________________________________________________________________________

i o8
ocood &
Flush [ ol
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vobit ‘17 T
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> Flush f=========== L[
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Example Communication Protocol

____________________________________________________________________________________

: Processor 2
: TN
o005 B8 o0
Flush [ "
N P <
l / Timed read miss b——» :
Sp y sensed o Flush [~~~"""""""~ ’_[ Issue loads to B . Tij a_n creates
Exclusive state 3 | bit ‘1,_| repeatedly to maintain | Exclusive State for
times , LONG Timed read;ﬁsz :_HT E State ) 3 time units (comm.
=> bit ‘1’ } - ﬂ bit ‘1°)
. ' Timed read miss -
: tme _1_[ _______________________ time| | _ .
""""" Flush [~===="="=~ 1 ,
Spy sensed | Trojan creates
/  Timed read mi
Shafed bit bou;lda.ryune rea FIIE;;S .-------_-__’;L :[ Issue loads to B v ' Shared State fOI’ 2
= b oun d 3 ry repeatedly to maintain | tl me un I tS
\ Timed read miss > S State <L (boundary)
——""—"'—"""""—"'-"""'F'l'ii's"ﬁp-"—"—"—"-"ZZ"—"—"—"—"E """""""""""""""""""""""""" i )
bt :
= Timed read miss +——» N
---------------------- Fil—l_Si’l-_v;—----_-_;;---)I.------ "____'__'_--_-----——_____ﬁ
Timed read miss ——» Issucloads 0B : Trojan creates
. { t tain .
bit boundary Flush [*==""""""" < I e Exclusive State for
\ Timed read miss |——» 1 time unit (comm.
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Example Communication Protocol

____________________________________________________________________________________

Processor 1 Processor 2
&~
)= ’_3
O O O O O O O O
Flush [ all
N ! L N
: /  Timed read miss f—» : 3
Sp y sensed . Flush [~~="""""""" T Issue loads to B Tij a_n creates
Exclusive state 3 | bit ‘1". repeatedly to maintain | Exclusive State for
times, LONG || \ et s —HT E State ) 3 time units (comm.
: ush f==========- i s
=> bit ‘1’ } ﬂ bit ‘1°)
e ' Timed read miss . g
. ime| !
A I,_mm""mf:‘l-ﬁéfl- ;-'-'-'-'J::‘-‘-'-‘-l[ “““ B I R | — t
' | rojan creates
Spy sensed p Y /' Timed read miss > v J
Shared . . U " Issue loads to B | Shared State for 2
=~ boundar bt boup dary Flush I repeatedly to maintain ! time units
=> poou a y Timed read miss > S State :
(boundary)
A T T Higsh e e s e e " T i )
v bit ‘0’ :
Spy Sensed B ~ Timed read miss +——» \
) {oTmTmmeee T TP N Gk I A F
Exclusive state 1 | e londs 10 B : Troi i
; : [T : > ssue loads to E rojan creates
tim e, SH OR T ' bit b | d Timed read miss ——— repeatedly to maintain | 'I .
—= bit 0’ . bit boundary Flush T S . | Exclusive State for
J | \ Timed read miss , .| 1time unit (comm.
S S B ———— g bit 0’)
oo eeoseeosesosesosmes YII .......................... L L )




The Attack Scenarios

7/
%

Differing latency profiles

+ Local Exclusive
+ Local Shared
+ Remote Exclusive

+ Remote Shared

* Binary channel encoding - (bit comm., boundary )

Location and Coherence State Notation

Number of Trojan threads
(Local Excl., Local Shared) LExclcomm-LSharedpound 2 (local)

(Remote Excl., Remote Shared) RExclcomm-RSharedpound 2 (remote)

(Remote Excl., Local Excl.) RExclcomm-LExclpound 2 (1 local, 1 remote)
(Remote Excl., Local Shared) RExclcomm-LSharedpound 3 (2 local, 1 remote)
(Remote Shared, Local Excl.) RSharedcomm-LExclpound 3 (1 local, 2 remote)

(Remote Shared, Local Shared) RSharedcomm-LSharedpound 4 (2 local, 2 remote)
18



Covert Ghannel through Coherence States

Trojan’s transmitted bits
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Covert Ghannel through Coherence States

Spy’s reception
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Covert Ghannel through Coherence States

Spy’s reception
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Spy’s reception
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Covert Ghannel through Coherence States

Spy’s reception
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Sensitvity to External Noise

Additional noise

Run memory intensive background threads (Kernel Build)
Vary number of threads from 1~8
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Sensitvity to External Noise

+ Additional noise

 Run memory intensive background threads (Kernel Build)
» Vary number of threads from 1~8

>100 %

S
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20 %
0 %

Raw Bit Accura

LExcl.-LShared,  RExcl.-RSharedy, RExcl.-LExcly, RExcl.-LShared,  RShared.-LExcl, RShared.-LShared,,
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Mulu-bit Symbol Transmission

With 4 latency values, we can create 2-bit symbols

Each latency value represents a symbol
Much higher transmission bitrate
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Reception of bit sequence
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Mulu-bit Symbol Transmission

With 4 latency values, we can create 2-bit symbols

Each latency value represents a symbol
Much higher transmission bitrate
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Reception of bit sequence
Achieved bitrate: 1100 Kbps!
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Miugatng Coherence State-based Leakage

ly
H E state cache line is owned by private cache

|
H Shared cache directly responds with cache blocks in E state

e

| Software based timing obfuscators

KSM usage pattern analysis and detection

S e ———— I e ————— R . — R A — R I —
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“I Key Observation: current processor treats E and S state different

L_tS state cache line is owned by shared cache
IHardware—based Mitigation

L__Add notification to shared cache when core writes to private cache
e
Foftware—based Mitigation

|
|

|
|

|
|




Summary

We highlight the vulnerability of cache coherence states

We demonstrate that they are prone to information leakage

This vulnerability can compromise sensitive user data
Can affect millions of processors

Can achieve considerably high transmission rates

We provide insights for information security aware
cache coherence design
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Thanks! Questions?

Contacts
Fan Yao: albertyao@gwu.edu
Guru Venkataramani: guruv@gwu.edu
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Bit Accuracy vs. Bitrate

Factors that influence raw bit rates

Spy’s operation interval
Number of occurrences for info. bit states
Number of occurrences for bit boundary states
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Channel with Retransmission Scheme

Simple retransmission scheme

Trojan and spy switch role (spy sends ACK bit)
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Channel with Retransmission Scheme

Simple retransmission scheme

Trojan and spy switch role (spy sends ACK bit)

Acknowledge

o ([ !
o Dt

transmit secrets through Cache Coherence States
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Channel with Retransmission Scheme

Simple retransmission scheme

Trojan and spy switch role (spy sends ACK bit)
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transmit secrets through Cache Coherence States
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Effective rates under different noise levels



Secure E and S States

Coherent Cache
block in E state

lProc. store

Coherent Cache
block in E,y,

Send upgrade req.
to LLC
s LL

No block in E Yes
LLC sends ‘ \/ ‘
state
NACK v v
Coherent Cache LLC block

upgrades to M

LLC sends ack
to cache controller

tries store again

\4
Coherent cache

block changes to
M
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